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At Ipswich Building Society we want to help our members to keep their money safe and protect them from scams. As such we will publish regular blogs on our website advising of the latest scams and top tips to look out for.
Covid Vaccine Passport scam
There is a Covid Vaccine Passport scam email going around that purports to be from the NHS and informs recipients that they can apply for their “Digital Coronavirus Passports”.
Clicking on the link within the email, takes you to a convincing but fake NHS website that asks for personal and payment details. (for an admin fee). The website has since been taken down, but similar emails/websites may appear.
Your vaccination status is obtained FREE through the NHS App, website or by calling the NHS on 119.
More information can be found on the gov.uk website;
 https://www.gov.uk/guidance/demonstrating-your-covid-19-vaccination-status-when-travelling-abroad
Email Scams
Fake emails often (but not always) display some of the following characteristics:
	The sender’s email address doesn’t tally with the trusted organisation’s website address.
	The email is sent from a completely different address or a free web mail address.
	The email does not use your proper name but uses a non-specific greeting like “dear customer”.
	A sense of urgency; for example, the threat that unless you act immediately your account may be closed.
	A prominent website link. These can be forged or seem very similar to the proper address, but even a single character’s difference means a different website.
	A request for personal information such as username, password or bank details.
	The email contains spelling and grammatical errors.
	You weren’t expecting to get an email from the company that appears to have sent it.
	The entire text of the email is contained within an image rather than the usual text format.
	The image contains an embedded hyperlink to a bogus site.

What should you do if you’ve received a scam email?
	Do not click on any links in the scam email.
	Do not reply to the email or contact the senders in any way.
	If you have clicked on a link in the email, do not supply any information on the website that may open.
	Do not open any attachments that arrive with the email.

If you think you may have compromised the safety of your bank details and/or have lost money due to fraudulent misuse of your cards, you should immediately contact your bank.
If you think you may have been the victim of fraud or cybercrime and incurred a financial loss or have been hacked as a result of responding to a phishing message, you should report this to Action Fraud.
Have you spotted a suspicious email?
	If you have received an email which you’re not quite sure about, forward it to the Suspicious Email Reporting Service (SERS): [email protected]
	The message might be from a company you don’t normally receive communications from, or someone you do not know. You may just have a hunch. If you are suspicious, you should report it.
	Your report of a phishing email will help protect many more people from being affected.
	The National Cyber Security Centre (NCSC) will analyse the suspect email and any websites it links to. They’ll use any additional information you’ve provided to look for and monitor suspicious activity.
	If they discover activity that they believe is malicious, they may:

	seek to block the address the email came from, so it can no longer send emails
	work with hosting companies to remove links to malicious websites
	raise awareness of commonly reported suspicious emails and methods used (via partners)


This article was published under our previous name of Ipswich Building Society. We changed our name in 2021 – find out more.
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Related reading
More from the blog.
Our blog contains the latest goings-on and updates across the Society and for members we offer an email roundup of must-have stories and latest news in our Freehold Post email newsletter.
For the latest announcements, alerts or tips follow us on Facebook, Twitter, LinkedIn or Instagram – we’re (almost) everywhere!

 View All Articles


  [image: ]



News
4 min read

Take Five: tips on how to avoid fraud
Written by Ipswich Building Society
 11th Apr 2021
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Online scam awareness guide
Written by Ipswich Building Society
 30th Dec 2020
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Coronavirus: scam awareness
Written by Jack Rayner
 1st Apr 2020


   [image: ]



News
2 min read

Scam watch: automated scam phone calls
Written by Ipswich Building Society
 13th Oct 2019
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Member event spotlight: scam awareness workshop
Written by Ipswich Building Society
 6th Jun 2018
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Scam watch: top tips for dealing with scams
Written by Ipswich Building Society
 20th May 2018
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Mortgages.
Where others see numbers, we see people and we take time to understand your unique circumstances.
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Savings.
Whether you are looking to invest your tax-free savings allowance through a Cash ISA, opting for a fixed rate bond or easy access savings, or want a charity support account, we can help!
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Contact us.
If you have a question, or need some more information, find out how to contact us or locate your nearest branch.

 











Keep informed and get involved.
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Keep Informed
Sign up to our newsletter.
Our blog contains the latest goings-on and updates across the Society and you can follow us on Facebook, Twitter, LinkedIn or Instagram. Exclusively for our members we offer a monthly email round-up of must have stories and latest news, so sign up today.





            
 

Please leave this field empty.


Please leave this field empty.


Please leave this field empty.
  First name (Required) 
 Last name (Required) 

 Postcode (Required) 
 Your email (Required) 

 I agree to the processing of my personal data in accordance with the Privacy Policy
 

Δ
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KEEP UP TO DATE
Latest news and information
Our blog contains the latest goings-on and updates across the Society and for members we offer a monthly roundup of must-have stories and latest news in our Freehold Post email newsletter.
For announcements, alerts or tips follow us on Facebook, Twitter, LinkedIn or Instagram – we’re (almost) everywhere!

 View All Articles






View our mortgage products
 Mortgages


View our savings products
 Savings
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YOUR HOME MAY BE REPOSSESSED IF YOU DO NOT KEEP UP REPAYMENTS ON YOUR MORTGAGE

 Please ensure Javascript is enabled for purposes of website accessibility
 Your browser is out-of-date.
Welcome to our new website. This site is not fully supported in Internet Explorer.
 Please download one of the browsers below to continue using this website.
	Google Chrome
	Microsoft Edge




               